
Cybersecurity in a Business World Impacted by COVID-19 Self-Study Webinar (2 Hours)

Published on CPE INC. (https://www.cpeonline.com)

Cybersecurity in a Business World Impacted by

COVID-19 Self-Study Webinar (2 Hours)

     

  SA38120F   

SA381   

Self Study Webcast   

Jun 9   

Overview: 

As the business world continues to adapt to the impact of COVID-19, cybersecurity is now more

important than ever. Companies must deal with unprecedented threats, and make difficult and

complicated decisions in order to survive. This self-study webinar tackles the complexities of a

quickly changing business world, and what that means to the security of your company. In this new

webinar, we will:

Discuss the security implications of unprecedented layoffs

Explain ongoing developments in Cloud security and Artificial Intelligence

Examine risk management and security, including international risk

 

Objective: 

To create awareness of the changing conditions and threats in business that affect cybersecurity

amid the impact of COVID-19, and to prepare companies for the evolving security threats they will

face.

Detailed Learning Objectives [1]

  

Emphasis: 

Handling recently laid-off staff

Increased likelihood of password sharing

Compliance deadlines

Introducing home computers into your business network

Designing faster patching processes

Cloud-based anti-malware

The future of Artificial Intelligence in security

International risk

General data protection regulation

Risk and risk alignment

Importance of SOC-1 Reports

International risk

 

• Recognize the prudent measures necessary to take in regards to a terminated employee from an IT perspective

• Recognize any cybersecurity or accounting deadline extensions granted due to the virus

• Identify the increased cybersecurity risks associated with employees working from home

• Recognize the entity-wide cybersecurity risks associated with a significant loss of resources

• Identify the role of artificial intelligence in cybersecurity defense

• Identify the general trend in the role of cybersecurity within the hierarchy of entities’ governance
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• Recognize the characteristics of the GDPR

• Identify examples of specified types of cloud services

 

  

BottomPrerequisite: 

None.

  

Preparation: 

No advance preparation required.

  

Level of Knowledge: 

Overview.
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